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AT T—rH—FK | 4TI ®Bios i—F 12T ®PFR
REE

LR—F4>7

(TPM/EK and AIK)

Yes i Yes

g (CPU/ACM) (PFR CPLD)
A Yes i Yes

” (CPU/ACM) (PFRCPLD)
Yes Yes

AL—2 (TPM/PCR) - (TPM/PCR)
Yes Yes

(TPM/EK and AIK)

TJ7—LTJT7T ) Yes Yes
Ty IT—h (SMM and ACM) (PFR CPLD)
—LoTT i ) ves
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RIFESNFT, ACM DBLERILT DT-ODREHEIL. 1>7I)LD CPU IC/N—RO—R3N
TWEY, CPUDARI—RIE. ACRAM (Authenticated Code RAM) &ML ZNERTIR
EINTC L2 Frvyiall ACM ZO—RL. ACRAM DY ACM #HREEL. RREEICATHLTZIE S
H CPU IEACM DZEITEEFFA T 5, ACM DEREEICK T B . CPU D vy ATV LFT,

ACM |F. OEM IC&- TR ESNEBER INW#A T —~J Oy (IBB) #O—RL%J, IBB
I OEM DT = H—REBDEHTY, BE. CHUIFTIIVEXTDFIEE FW A EE
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IWERMH T 2720 TT, ACM I IBB ZRIELANLDF vy alZO—RL. No-Eviction
Memory ZBICT 2 E Ty BIOS I—RAETTIZRETRBSINIREBEZIEDET,
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FEICARINLTCIZBE DA ACM I IBBICHIEIZR L £ J, IBB DRREEICKM TS L. SPS DE
FEICKD CPU D vy b ET > ENET,

LUTFDOMIE. Boot Guard ACM ¥ IBB OFE{FT7O0—%XKLTWLWET,

7 1>7)L®BOOT GUARD @a>+ 7k

THIE. 1>7)L ®Boot Guard h' Immutable 7 HW RN — X DI&EE Root of Trust & L CHEEE
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8 VERIFIED BOOT 4l

SRTLMEYREINE. CPU IFACM ZO—RUREEL £9, ACM IFRTEICEREAL 7o &
512 IBBZO—RUREEL £9, HLWTO—RIN2Z DV R—>bDZ2MEIE. Root of
Trust ICK>TERITEINE T, UTFOIVR—F U (R ) (& OEM IC&> TR SN, &
VR=X NI BEID IV R=F U NMIIEER THIIC. RO R—>be0— H,
THREEL AR TSRO FEA. N\vPaFrl JT/Q)I/%%%T@E@T%»L_KT\ 00— R & A%EE
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Measured boot 70—

Measured boot |3 Verified Boot & I&E 74D %9, Verified Boot Tldk. &FAVR—%2 &
RDOAVR—RMEFREEL. BENICKRIEL £, RaECREEICKMLICIRE . BAEEH
T—MFET LE, Measured boot Tld. 20 AR—RMHAROOAVR—R U bEO—
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Trust (COT) EMHENE T COEIIVTRIATZDLIIC. T—RIO—DRFD 2 DD
FW Y R=%>k (ACM & 1BB) DORITICEIET S 1 DOHINNDDET,

TR A>T T—k A—R%EFHAIO Root of Trust ELTEA L. TPM E XL —2 E LR—
k@ Root of Trust & L TERT 2L 7z Measured boot 7O —%R<LTWETD,
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Measured boot |&. 273 B.2.1 TEFEIN/c. T—rHI—RACM X IBB #1795
CICK->TRIIRL £, CPUDAXRIO—RIZKD ACMAREE. F72IE ACM (2K IBBIREED LY
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" Trusted Board Boot Requirements: https://developer.arm.com/documentation/
den0006/latest

I AArch64 Exception Model: https://developer.arm.com/documentation/102412/0102

51 platform Security Model: https://www.psacertified.org/app/uploads/2021/12/JSADEN014_
PSA_Certified_SM_V1.1_BETO.pdf

" platform Threat Model and Security Goals: https://www.psacertified.org/development-
resources/building-in-security/platform-threat-model-and-security-goals

1 'platform Security Boot Guide: https://developer.arm.com/documentation/den0072/0101/
“ Arm Trusted Firmware for A-class processors: https://www.trustedfirmware.org/projects/tf-a/

"I pSA Certified Level 1 Questionnaire: https://www.psacertified.org/app/uploads/2022/06/
JSADENO001-PSA_Certified_Level_1-2.2-REL-01.pdf

! ntel HW Shield (including Intel(R) Boot Guard): https://www.intel.com/content/dam/www/
central-libraries/us/en/documents/below-the-os-security-white-paper.pdf

T Secure Boot with Intel(R) Boot Guard in context of Network Infrastructure: https://builders.intel.
com/docs/networkbuilders/secure-the-network-infrastructure-secure-boot-methodologies.pdf

M9 TCG Glossary: https://trustedcomputinggroup.org/wp-content/uploads/TCG-Glossary-
V1.1-Rev-1.0.pdf
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